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ABSTRACT 


Security breaches and energy consumption issues are indispensable in WSN (wireless sensor networks). 
Considering attacks like Denial-of-Service (DoS) where not only the service is not provided but in addition to 
that unwanted power is also consumed. “Denial-of -Sleep attack" (type of DoS attack) also results in 
unnecessary power exhaustion. This paper briefs about how energy consumption could be minimized in WSN 
by using MAC algorithm in a riskfree manner. 
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I. Introduction 

Wireless sensor networks [1] are in continual 
need where the physical environment requirements 
are to be converted to readable data. Be it the area 
of monitoring, heath care or earth sensing like air 
pollution, WSN sensors are in major use in all such 
applications. When considering duty-cycle based 
WSN MAC protocols, the sensor nodes are either in 
one of the two states namely awake /active and 
sleep state. These states are switched periodically 
and they enter sleep mode after certain idle period 
hence, reducing energy consumption. 

WSN often encounters various security attacks 
like: 

• Wormhole attack 

• Hello attack 

• Sybil attacks 

• Dos attacks 

One such attacks thus being DOS 
(denial-of-service). In a DOS attack the legitimate 
user node is sent certain unwanted data to process 
sent by the attackers ( in manner that data appears 
to be sent by a genuine user). This leads to not 
providing the actual service required to the user 
who requested the service. 


Common DOS attacks: 

• Buffer overflow 

• Ping of death 

• Smurf attack 

Denial of sleep [2] is a special type of DOS attack. 
In denial of sleep attack the sensor nodes are kept 
awake to consume more energy. An attacker 
(anti-node) can send fake data packets to legitimate 
node of unprotected WSNs. Leading to unnecessary 
transmissions in a repeated manner. If the receiver 
is unable to judge among the real and the fake 
node, the receiver will receive and process the data 
from the anti-node. This keeps the receiver awake 
as long as the data transmission sustains, thus 
exhausting the battery of nodes rapid manner. 
Additionally, the fake node could also send fake 
ACK in order to give a mask of being genuine .This 
might lead the legitimate user node to provide all 
the services to fake node repeatedly. Hence more 
power consumed unnecessarily. 

The data to be transmitted is basically encrypted 
either with keyed symmetric or asymmetric 
encryption algorithm. Symmetric algorithms are 
usually preferred in order to avoid the complicated 
computing and heavy energy consumption. 
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Encrypted data exhausts the battery. Additionally 
it becomes worse under Denial-of- Sleep attack. An 
anti-node can send the encrypted “gibberish” data 
to receiver. Receiver decrypts the data assuming it 
to be a genuine data. The power is being consumed 
as the receiver is decrypting the unwanted data 
until realizing the data is “gibberish”. Also, the 
sensor node are awake while these process goes on. 

In order to overcome these problems a simpler 
and fast mutual authentication scheme is required 
that if integrated with MAC protocol it could 
counter the Denial-of-Sleep attack. 

The design principles and features of the 
proposed secure scheme are: 

• Energy conservation 

• Low complexity 

• Mutual authentication 

• Capability to counter the Denial-of-Sleep 
attack 

• Integrating the MAC protocol 

The paper structure is as follows. Firstly, a 
literature survey upon the existing system is being 
specified in “EXISTING SCHEME" section which 
also mentions the various types of encryption in 
brief. Secondly, the proposed system in the 
“ENHANCED SCHEME", briefs about how when 
MAC is being integrated the energy consumption is 
reduced. 

II. Existing Scheme 

While setting up a network, a group of sensors 
are used and that sensors will be partition into 
clusters. Before the cluster formation is done the 
sensors should be authenticated and seen that the 
sensors are normal sensor nodes or the anti-nodes. 
The purpose of encryption is to ensure that only 
those nodes who are authorized to access data will 
be able to read it, using the decryption key. Some 
other nodes that are not authorized can be 
excluded, because they do not have the required 
key, without which it is impossible to read the 
encrypted information [3] [4]. 

A. Types of Encryption 

a. Symmetric key encryption 

In symmetric-key schemes, the encryption and 
decryption keys are the same. Communicating 


parties must have the same key before they can 
achieve secure communication. 

b. Public key encryption 

In public-key encryption schemes, the 
encryption key is published for anyone to use and 
encrypt messages. However, only the receiving 
party has access to the decryption key that enables 
messages to be read. 

In this mechanism (Fig-1) of forming a cluster, a 
plaintext “Hello” message will be broadcasted. This 
text will be encrypted by the pre -distributed key. If 
the sensor cannot decrypt the received message 
successfully, the sender is said to be an anti-node 
and is it decrypts 


Encryption Decryption 



Fig-1: Encryption and Decryption Mechanism. 

successfully, the sender is said to be a normal 
node. Thus, the normal nodes and the anti-nodes 
can be differentiated. Therefore, we keep on the 
network topology without anti-nodes in order to 
make the network safe. 

This encryption and decryption is not much 
secure because the pre -distributed key can be 
successfully hacked at some point of time by the 
anti-node and it may start sending fake packets or 
it can edit the original message and send to the 
other nodes so that it will be awake for a longer 
duration and its battery will be drained soon. This 
process of keeping the sensor nodes awake for a 
long duration in known as Denial-of-Sleep. 

Therefore, to reduce the energy consumption, to 
counter the power exhausting attacks, and 
enhance the performance of sensor nodes, a 
cross-layer design of secure scheme which 
integrates the MAC protocol can be used. 
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III. Enhanced Scheme 

In order to overcome the drawbacks of the above 
discussed scheme, the enhanced scheme that is 
the MAC protocol is used. 

A message authentication code (MAC) [5]-[9] is a 
short piece of information used to authenticate a 
message. A MAC algorithm, accepts as input a 
secret key and an arbitrary-length message to be 
authenticated, and outputs a MAC. The MAC value 
protects both a message's data integrity as well as 
its authenticity, by allowing verifiers (who also 
possess the secret key) to detect any changes to the 
message content. 

In MAC protocol, all the nodes will be having the 
MAC algorithm. Here, the sender node will have a 
key (k) and uses the message to run in the MAC 
algorithm to get the MAC tag. The message and the 
MAC tag are then sent to the receiver node. The 
receiver node in turn runs the message portion of 
the transmission through the same MAC algorithm 
using the same key, producing another MAC tag. 
The receiver then compares the first MAC tag 
received in the transmission to the second 
generated MAC tag. If they are matched, the 
message was not altered during transmission and 
it is not an anti-node. If the MAC function is not 
matched (Fig-2). 


SENDER RECEIVER 



Fig-2: MAC functioning 

MAC protocol uses the hashing function so that 
the authentication process takes places at a faster 
rate, so that the system wake-up time will be less 
and the energy will not be drained soon. Therefore 
the normal nodes are kept as it is and the 
anti-nodes are labeled malicious and are neglected 
for further transmission. 


IV. Conclusion 

In this paper, an enhancement of MAC protocol 
has been proposed to save the energy in the nodes 
in a wireless sensor network. The main advantage 
of this protocol is less power exhaustion and usage 
of less energy. The involvement of MAC Algorithm 
and its tag in every message transfer gives more 
authenticity and also reduces wakeup time of the 
node. Hence the proposed MAC protocol helps to 
uphold the energy efficiency and power 
exhaustions of the wireless sensor networks 
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